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Welcome
Apologies/Leave of Absence

Members’ conflict of interest

Members are reminded of their obligation to declare any conflicts of interest they might
have in respect of items on this agenda.

Confirmation of order of business

That, taking into account the explanation provided why the item is not on the meeting
agenda and why the discussion of the item cannot be delayed until a subsequent meeting,
......... be dealt with as a late item at this meeting.

Confirmation of minutes

Recommendation

That the Minutes of the Audit/Risk committee meeting held on 3 June 2016 be taken as read
and verified as an accurate and correct record of the meeting.

Actions to Address Unacceptable Risk
A report is attached, together with the risk matrix.
File: 5-EX-2-5

Recommendation

That the report ‘Actions to address unacceptable risk’ to the 25 August 2016 meeting of the
Audit/Risk Committee be received.

Considerations for Joint-Venture Engagement

The Chief Executive will lead this discussion.

Management Report for Interim Audit Conducted June 2016
The draft report (with management responses) is attached.
File ref: 5-EX-2-4

Recommendations

That the draft Management Report for Interim Audit Conducted June 2016 be received.
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Results of the 2014/15 audits — performance of Rangitikei District
Council in the five highlighted concerns for the local government
sector

A memorandum is attached/.
5-EX-2-3

Recommendation

That the memorandum ‘Results of the 2014/15 audits — performance of Rangitikei District
Council in the five highlighted concerns for the local government sector’ be received

Understanding the Council’s Risk Appetite

Attached is a brief paper from Carnegie Mellon University’s Office of Risk Initiatives, based
on ‘Risk appetite and tolerance guidance paper’ by the Institute of Risk Management. The
observation that ‘risk appetite...is about what the organisation does want to do, and how it
goes about it’ is evident in the following representation in the Auditor General’s reosurces
for audit commitees.

- Servi

_Intent _ Agreement

A more detailed analysis is contained in the attached research paper ‘Understanding and
communicating risk appetite’ by Rittenberg and Martens (for the Committee of Sponsoring
Organizations of the Treadway Commission).

Board Self-Evaluation

The Chair has distributed an evaluation for Committee members to complete prior to the
meeting. The intention is to discuss the results — and the usefulness of the evaluation form —
at the meeting.
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Late items
Future items for the agenda

Next meeting

This is the Committee’s last meeting for the triennium.

Meeting closed
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Council Prayer

The Chair read the council prayer.

Welcome

The Chair welcomed everyone to the meeting.

Apologies/Leave of Absence

Nil

Members’ conflict of interest

Members were reminded of their obligation to declare any confli hey might
have in respect of items on this agenda.

Confirmation of order of business

discussed the Auditor-General’s report on the results of the 2014/15 audits
ce the findings have to Rangitikei District Council.

Major points raised in discussion were:

e understanding causes for delay in capital projects - external factors (particularly
resource consents), resources available to contractors and Council, internal
inefficiencies — a report on this would go to Finance/Performance Committee in July,
and subsequently to Audit/Risk Committee;

e risk of other projects being done to substitute for those delayed because there was
an approved budget;

Iy
(s
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e greater clarity on Council’s expectations when an Elected Member declared a conflict
of interest — normal best practice was for an Elected Member to leave the room and
not be involved in discussion;

e need for newly elected Councillors to take up training opportunities.

Resolved minute number 16/ARK/022 File Ref 5-EX-2-5

That the memorandum ‘Local government: Results of the 2014/15 audits — concerns
relevant to Rangitikei District Council’ be received.

Cr Belsham / heridan. Carried

8 Risk management and insurances

Mr Mclrvine narrated a presentation on risk management
Council’s below-ground assets.

The Committee noted the different assumptions and:
roading compared with below-ground assets.
just yet: in a couple of months there. would

intentions.
Resolved minute number ¢ File Ref 5-FM-6
That the report ‘Risk management i " bereceived.

Cr Sheridan / Cr McManaway. Carried

and the information tabled at the meeting. He outlined the
Council has for the coming five years to become better at

e adopting Treasury’s better business case approach,

e adopting a risk appetite statement for Council,

e reporting the top 10 projects to Council (by the project manager and executive
sponsor), and

e compiling a benefits register documenting outcomes (e.g. more swimming lanes at
the refurbished Makino Pool had brought in more swimmers).
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The Committee discussed how the new Manawatu District Council philosophy on project
management could be applied to Rangitikei District Council projects.

Audit arrangements - 2016

Ms Perera spoke briefly to the item and attached agreement. She clarified that the areas of
interest in information management were the use and security of information.

Resolved minute number 16/ARK/024 File Ref

That the Audit/Risk Committee sees no issue in the Mayor signing the ersion of the
proposed audit arrangements letter for 2016 without amendment

His Worship the

Mr Hodder spoke briefly to the a
of the proposed changes.

How the OAG’s five concerns (in reflecting on the results of the 2014/15 audits) related to
Rangitikei;

Project Management Update (following a discussion between the two Council Chief
Executives);

Committee Review — the Chair would adapt a Board review questionnaire he was familiar for
use by the Committee.
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15 Next meeting

to be confirmed — with regard to the Audit timetable for the Annual Report (in particular so
that the Committee had an opportunity to consider the Interim Audit Management Report
and the Council’s responses.

16 Maeeting closed —12.13pm

Confirmed/Chair:

Date:

”:;
. 4
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Update for Audit/Risk Committee (August 2016)

Actions from risk management framework (revised December 2015)

These actions address those situations where Council’s Audit/Risk Committee, having considered the
> shows change

present systems and processes, has not accepted the assessed risk.
from last update (to the Committee’s February 2016 meeting.

. What will.be done? Progress to 31 July.2016

June 2016 C3 4

Include general question on
customer service in upcoming
residents’ satisfaction survey

1.6 | Pursuing inappropriate | Develop key milestones around
business strategies funding for the proposed Bulls
Multi-purpose facility.
Dec2015 D5 2!
June 2016 D5 2
Develop framework for
business strategy with
Audit/Risk Committee
2.1 | Customer service Implement summary reporting | First summary report
eroded to Council on requests for prepared for Council’s
service meeting on 29 February
2016, and continued for
Dec2015 €3 4 subsequent meetings

! These relate to the risk matrix which follows — likelihood of occurrence, consequence or impact and effectiveness of control.




Update for Audit/Risk Committee (August 2016)

What will be done?

Progress to 31 July 2016

2.3 | Exposure to Council Implement monthly reporting First monthly report on
following poor contract | on performance of major Higgins roading
management processes | contracts maintenance contract to

Assets/Infrastructure
Dec2015 D4 3
June 2016 D4 4 v

2.6 | Inability to Explore partnership with Spark | Proposal from Spark under
recover/continue consideration.
business following
disaster

Discuss timing for this project

with newly appointed Team
Dec2015 D4 1 ; .

Leader Information Services
June 2016 D4 1

2.8 | Resource base does not | Continue to advocate on One of the issues included

meet community needs | Government reform proposals | in the draft submission on
{(including looking for the Resource Legislation
Dec2015 E2 2 opportunities where resource Amendment Bill.
June 2016 E2 3 need can be decreased)
2.9 | Business objectives not | Continue monthly monitoring Monitoring reports to

met

Dec2015 D3 3
June 2016 D3 4 v

report to Assets/Infrastructure
and Finance/Performance
Committees of the annual
capital programme for each
group of activities

Continue monthly monitoring
report to Assets/Infrastructure
and Policy/Planning of non-
financial performance for each
group of activities.

Implement focussed reports on

implemented plans and
strategies

Assets/infrastructure and
Policy/Planning
Committees on 11 February
2016 ¢ bsequent

b




Update for Audit/Risk Committee (August 2016)

- - What willbe done? - Progressto 31July 2016 =

2.11 | Shared Services falters | Ensure our relationships with Review of Infrastructure
and/leads to high costs | other Councils are as good as Shared Services and
for equivalent services | they can be. feasibility study for forming

Dec2015 D4 3
June 2016 D4 3

Promote investigations for
collaboration on a business

case basis so that rational Rangitikei is one of 22
decisions are taken and councils involved in the Go-
implemented. shift initiative (building

consent processes).

Shared staff with
Whanganui District Council
for environmental health

2.12 | Exposure to Council Ensure regular oversight of
following non- sampling process for potable
compliance in consent | water with treatment plant
processes team
Dec2015 D4 4 Clarify requirements with
June 2016 D4 4 Drinking Water Assessor on

supporting documentation
should a transgression arise in
the sampling process.

L3
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: , , What will be done? Progress to 31 luly 2016

the event of a loss or
disaster

Dec 2015 D7 3
June 2016 D7 3

regional and sector initiatives
{including the LGNZ Risk
Agency) to secure adequate,
affordable insurance

Review LAPP membership on
an annual basis

5.1 | Breach of health and Arrange initial audit of current | Initial inspections
safety requirements processes by MW LASS Health commenced in February
and Safety Project Leader, and | 2016.
implement improvement plan
Dec2015 D4 3 to address issues raised
June 2016 D3 4 vV
Strengthen contractor
management
Provide three-monthly reports
6.1 | Poorinformation Ensure best use of SharePoint SharePoint upgrade
management and take advantage of wider {including improved search
use of SharePoint by other local | capability across other
Dec2015 D4 2 authorities corporate systems)
June 2016 D4 3 v implemented during
January 2016.
Evaluate AssetFinda
7.3 | Financial exposure in Active engagement with Review of insurance of

assets in progress.

of LAPP

Membershi




Update for Audit/Risk Committee (August 2016)

What will be done?

Use District Plan review to

provide a more accurate basis
for assessing and responding to

natural hazards

Progressto 31 July 2016

Changes in the review
include:

e Remove maps and rules
on liguefaction,

e Remove references to
landslides {other than
West Taihape Slip),

e Improve specificity of
maps of flood hazards
in Bulls and Hunterville,

e Delete projected
impact of stormwater
overfiows from flood

mapping.

8.2 | Inaccurate responses to
the District’s natural
hazards
Dec 2015 D3 3
June 2016 D3 4 v

18 August 2016

PRV §




Risk matrix

Consequences or
Impact

Likelihood
Almost Likely Possible  Unlikely Rare
certain

Catastrophic

Major F ~ Moderate
Moderate H Moderate  Low
Minor ~ Moderate Low Low
Insignificant ~ Moderate Low Low

See table 2 of the Risk management policy for meaning of impacts in terms of human life, service levels. The
environment, compliance and corporate governance, financial performance and community/political

Likelihood
Almost Likely Possible  Unlikely Rare
certain -
Catastrophic D8
. B’
Consequences or Major SR
Moderate ; @3
Impact i
Minor B3 B2
Insignificant B1 A
Control effectiveness ratings
Rating Effectiveness Description Quantification
0 Not effective This control does not address risk 0%
The control is not reliable as it is not well-
1 Slightly effective designed, documented and/or 1-20% effective
communicated
Control may be reliable but not very
2 Somewhat effective effective as control design can be improved [21-40% effective
Control is reliable but not effective as
3 Reasonable effective documentation and/or communication 41-60% effective
could be improved
Control is mostly reliable and effective.
4 Mostly effective Documentation exists but can be better 61-80% effective
communicated.
Control is reliable and effective. Fully
5 Very effective documented process and well 81-100% effective

communicated.

Source: Lismore City Council
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27 July 2016

Ross McNeil

Chief Executive
Rangitikei District Council
Private Bag 1102
Marton 4741

Dear Ross

Report on the interim audit for the Rangitikei District Council for the year
ending 30 June 2016

We have completed our interim audit of the Rangitikei District. Council (District Council} which
focused on updating our understanding of the control environment, financial and performance
reporting systems, processes and controls. Appendix 1 sets out what the work entailed.

1 Overview of the interim audit

The primary purpose of our visit wds to update our.understanding of the Council’s
control environment ankd to perform audit testing of systems and transactions. We
have done so by discussing the Council’s systems and transactions with staff members,
documenting the systems and procedures in place for payroll, expenditure, revenue,
fixed assets, non-financial performance, and other ancillary systems, performing
walkthroughs of these systems, and relevant testing.

2 Assessment of control environment and internal controls

There were no significant control deficiencies identified during our review of financial
and non-financial performance reporting systems.

Overall we assess the control environment as effective. However, the level of testing
performed is desigh‘e\_d to maximise the efficiency of our audit. As such, we provide no
assurance that our assessment will necessarily identify and detect all matters in
relation to internal control, therefore the audit cannot be relied upon to detect every
instance of misstatement, fraud or irregularity that is not material in terms of the
District Council’s financial statements.

We would like to draw your attention to the following matters arising from our interim
audit:

2.1 Payroll system

From our testing over the payroll system we identified that the payroll maintenance
report was not always signed as evidence that it has been reviewed. We note
instead that that a sample of the individual changes on the report were agreed to
supporting documentation which had been reviewed. The signing and dating of the



3.1

overall report signals that the reviewer has reviewed all the changes made and is
satisfied the changes are bona fide.

We also found that the payroll maintenance report does not include date parameters
to indicate the period the report covers and that a monthly back up report for April
was missing, therefore the District Council cannot gain assurance that all changes
made to the payroll masterfile are valid, with the risk being over or under payment
of payroll.

However, we do note that the following mitigations are in place for the 2015/16
financial year:

° No complaints have been received from staff that they were not paid
appropriately meaning that their bank account number has not been
fraudulently changed (this covers the risk of underpayment); and

e There is an independently reviewed vdriance report that shows differences
between the current pay and the previous pay. This would identify any
material error or fraudulent changes to the payroll system (this covers the
risk of overpayment, or payment to “ghost employees”).

We recommend that the payroll maintenance report be signed as evidence of
review and the supporting documentation of the changes also be signed.

We also recommend that the independent reviewer extract the report using
appropriate date parameters to ensure ‘it captures all changes since the last review.
This will include the reviewer manudlly documenting the date range of the report if
the system cannot automatically include this information.

Management comment
The small size of .the payroll‘head count means that there are payrell periods where no

changes are required dnd no change reports are produced. The baich files are available
in‘the system with the containing the maintenance changes. We will investigate, with our

“supplier, if thesystem is uble fo produce o report by a date range which would cover the
“maintenance for.d given period. The independent reviewer is checking the supporting
documentation to'changes in the system and we can include the date range if the system

cannot.
Informi:,tikon systems (IS)

We are pledsed to report the District Council's underlying information technology
environment is improving with some prior year issues cleared or in the progress of
being cleared. During our IS audit in May we identified the following opportunities
for improvement.

IS policies to be up to date and easily accessible to all users

IS policies are out of date and procedures are not in place for ensuring staff and
contractors are aware of the District Council's IS policies. After searching the intranet
we found ICT policies dated 2010.

We recommend the District Council update and make the IS policies more easily
accessible to all users of councils information systems. We also recommend that new
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4.1

staff and contractors are made aware of the IS policies and procedures. This will help
ensure all staff or contractors are aware of the policies they are required to follow.

Management comment

The current policies were contained in the Staff Handbook that all new staff get. Buf
that's a 32 page document, and possibly might not get read as thoroughly as it should
when staff first siart. We do schedule an induction IT session with new staff, so we will
work towards ensuring the IT/Email/Internet policies are covered in more detail at this
time, with some acknowledgement sought from the staff member.

Inconsistent procedures for adding and removing users from systems

We noted that requests for access, change and removal of access to the District
Council’s systems are not being logged in the Service Desk system. This raises the risk
that additions, changes and deletions may not follow approved procedures and
inappropriate access may result.

We recommend that procedures for adding, amending and removing access be
formalised and all council staff be made aware of their responsibilities. User setup
and removal requests should be logged as service requests with appropriate
approval documentation attached. This will ensure a common best practice approach
is achieved by the District Council.

Management comment

New /Exiting User processes fo be developed. Promotion of logging all calls for user
access through the Service Desk will be on-going. There is a pre-existing workflow
process for new users in SharePoint, but this needs to be logged in the Service Desk also.
Other findings from the interim audit

Update to staff handbook

The staff handbook defines what the District Council considers to be acceptable
standards of behaviour for its staff. Stipulating clear standards and living by them

Jincreases the District Council's. commitment to integrity and ethical values. This is

important in any entity but particularly with staff working in the public sector where
activities are publicly funded or are carried out in the public interest.

We reviewed the squf handbook for best practice and identified the following
specific matters that we recommend for inclusion:

e Prohibition (or disclosure) of any significant financial interests in customers,
suppliers or competitors.

e Prohibition or disclosure of the receipt of gifts, loans or other special privileges
from customers, suppliers or competitors.

o Prohibition of the payment of bribes and certain types of rebates or other forms
of compensation to induce sales or obtain favourable contract terms.

e Prohibition of the use of the Council’s funds to reimburse employees or others for
expenditures that would violate the entity’s policies.

L
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4.3

e Prohibition of unrecorded cash funds.
Management comment

Agree with the recommendations.

Conflict of interest policy

Managing the risk of conflict of interests is a fundamental part of internal control in
the public sector as there is a higher expectation of impartiality and transparency. By
identifying and managing any potential or existing conflict of interest, the public is
assured that the risk of favouritism, improper personal motives, or misuse of public
resources is minimised. i

We did not find an organisation wide conflict of interest policy in place. While the
staff handbook briefly mentions conflicts of interest it'is not in‘line with best practice
guidelines. Refer to ‘Managing conflicts of interest: Guidance for.public entities’ issued
by the Office of the Auditor General.

We recommend that the District Council develop a conflict of interest policy that
covers staff and contractors that includes the following:

e The principles that should guide decision making about conflicts of interest
including integrity, honesty, tfransparency, openness, independence, good faith,
fairness, and impartiality;

e Comprehensive guidance on what may constitute a Conflict of Interest;

¢ Examples of circumstances in which there may be a perceived, actual, or potential
interest;

e Differences between pecuniary and non-pecuniary interests and when these may
arise;

e Broad range of options for avoiding or mitigating any Conflicts of Interest that
may arise; and

e What gifts or hospitality kmay be acceptable and the process which applies to
“disclosure. L

Once the policy is in place we recommend it be readily available to staff and
training be provided where necessary.

Management comment

Agree with the recommendations.

Succession planning

We note that there are some staff members who have a significant amount of
experience and sector knowledge. Without appropriate succession planning this

exposes the District Council to the risk of losing this knowledge base and impacting on
Council’s operations, when these staff members leave.



We noted an example of this during our work over the rates system where there is
currently only one council employee who has edit access to the RID. There are no
back-up staff members who have the ability or knowledge to maintain the RID.

We also noted that the issue with the payroll masterfile (noted in section 2.1)
occurred due to a change in staff.

We recommend the District Council continue to review it succession planning practices
especially in key operational areas. Succession plans could include documented
processes, including legislative requirements, and the training of a back-up person.

Management comment

While there have been two changes of finance staff this year -who have been successfully
replaced and cross training and succession planning does occur to_a limited extent.
However Council’s scale does not permit the fully cross training of all staff functions.
We concur that critical areas likes Rates need to be trained and are working on that in
the 2017 year with an existing staff member. : In the 2017 year we have established o
pool of casual staff who will be trained initially in the Customer Services functions which
include some finance related functions. This pool of staff depending on their

development will help close this gap.

Follow up of audit recommendations from prior years

We will update the status of these issues and prior.year recommendations during our
final audit in September/October 2016: '

Thank you

We would like to thank the Council, you and your staff for the cooperation and assistance we
received. '

Yours sincerely

Debbie Perera
Audit Director

George Mclrvine — Group Manager - Finance and Business Support

Michael Hodder — Community & Regulatory Services Group Manager

%
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Appendix 1: Assessment of the conirol environment

We have performed a high-level assessment of the control environment. This assessment was
performed for the purpose of planning the most effective and efficient audit approach to
enable us to express an audit opinion on the District Council’s financial statements and
performance information. We considered the overall attitude, awareness, and actions of the
Council and management in establishing and maintaining effective management procedures
and internal controls.

In performing this assessment we consider both the “design effectiveness”’ and “operational
effectiveness”? of internal controls (the explanation of these terms is outlined below). However,
it is not the purpose of our assessment to provide you with assurance on internal control in itfs
own right. As such we provide no assurance that our assessment will necessarily identify and
detect all matters in relation to internal conirol. :

In performing this assessment we have identified areas where we believe the control
environment can be improved. These are set out in'the’body of this leiter.

Internal controls

We reviewed the internal controls in place for your key financial and performance information
systems. Internal controls are the policies and processes that are designed to provide
reasonable assurance as to reliability and accq‘racy of financial and non-financial reporting, as
well as compliance with significant legislative requirements. These internal controls are
designed, implemented and maintained by the District Council and management. Both “design
effective” and “operationally effective” internal control is important to minimising the risk of
either fraud or misstatement occurring. The responsibility for the effective design,
implementation and maintenance of internal control rests with the governing body.

¥ Control is effective to either prevent or detect a material error in either the financial statements and/or non-financial information. The control
is “fit for purpose”.
2 Control has operated effectively throughout the period tested.

P




Attachment 4



Memorandum

To:
From:
Date:

Subject:

File:

P
UmspoiLy...

Audit/Risk Committee
Michael Hodder
19 August 2016

Results of the 2014/15 audits — performance of Rangitikei District
Council in the five highlighted concerns for the local government sector

5-EX-2-5

At its meeting on 3 June 2016, the Committee considered a memorandum summarising the
five areas of concern for Rangitikei in the report presented to Parliament by the Auditor
General on the 2014/15 local government audits. The Committee asked for information
about Rangitikei’s performance in these five areas.

1 Capital expenditure compared with budgets

1.1  The funding impact statements in Council’s annual reports set out the results:

$,000

2012/13 | 2013/14 | 2014/15 | 2015/16
To meet additional demand 0 0 0 0
Budgeted 0 0 0 0
Actual 0 0 0 0
Percentage achieved Not applicable
To improve the level of
service
Budgeted 5,002 6,846 8,763 9,308
Actual 4,452 1,972 3,901 2,415
Percentage achieved 89.0% 28.8% 44.5% 25.9%
To replace existing assets
Budgeted 9,234 11,055 | 10,838 9,684
Actual 8,983 8,509 9,710 9,102
Percentage achieved 97.3% 77.0% 89.6% 94.0%
Total budgeted 14,236 | 10,481 | 19,601 | 18,992
Total actual 13,435 17,901 13,611 11,516
Percentage achieved 94.3% 58.5% 69.4% 60.6%

For the sector as a whole in 2014/15, the Auditor-General found 66% of budgeted
capital expenditure was spent, which raised questions about the accuracy of budgets

and the risk from under-investment.

However, with the exception of 2013/14,

Rangitikei has a high congruence between budgets and expenditure to renew existing
assets, a trend noticeable in many other types of council which, from the Auditor-

http://intranet/RDCDoc/Corporate-Management/EX/finaud/Rangitikei's performance on key issues in 2014-15
local government audits (OAG).docx
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General’s perspective, “should give communities more assurance about the
continuity of services”. The much lower alignment between budgeted and actual
expenditure to improve the level of service is primarily attributable to upgrades in
water and wastewater plants.

2 Capital expenditure compared with depreciation

2.1 The following table shows the results for the past four years:

$,000
2012/13 | 2013/14 | 2014/15 | 2015/16

Depreciation and amortisation

9,602 9,465 9,834 10,151
expense

NZTA roading subsidy - no

o 3,876 4,045 4,312 3,875
depreciation

Notional depreciation

provision 13,478 13,510 14,146 | 14,026

Capital expenditure for

8,983 8,509 9,710 9,102
renewals or replacements

Ditto as % of notional

- 66.6% 63.0% 68.6% 64.9%
depreciation

Capital expenditure to
improve the level of service or 4,452 1,972 3,901 2,415
meet additional demand
Total capital expenditure 13,435 10,481 13,641 [ 11,517

Ditto as % of notional
depreciation

99.7% 77.6% 96.2% 82.1%

2.2 Council does not fully fund depreciation on roading because of the subsidy received
on capital renewals from New Zealand Transport Agency, so it is necessary to show
this unfunded deprecation when considering the issue posed by the Auditor-General.
This shows a mean of 88.9% over the past four years, implying some under-
investment. However, the main reason for this is delay with significant water and
wastewater projects (including resourcing issues and settling conditions for new
consents); these delays are a key factor in the gap between budgeted and actual
capital expenditure noted above.

3 Debt

3.1 Rangitikei’s financial strategy 2015/25 Long Term Plan provides that total interest
expense on net external debt will not exceed 15% of total rates income. This is part
of the mandatory benchmarks. The debt proposed in the 2015/25 Long Term Plan
would just exceed 7% of projected total rates revenue in 2022/23, 2023/24 and
2024/25. A copy of the relevant chart in the 2015/25 Long Term Plan is given on the
next page.

Audit/Risk Committee 8 2-4
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3.2 However, debt continues to be lower than forecast: the 2015/25 Long Term Plan
projected debt in 2016/17 would be $19,385,000, with interest costs of $843,000
(about 2.7% of total rates revenue) whereas the forecast debt in the 2016/17 Annual
Plan is $14,601,000 with interest costs of $379,000 (a little under 1.3% of projected
total rates revenue). Actual debt in 2015/16 was $176,000 (the community loan from
the Marton Aquatic & Leisure Trust current and term portions).

33 Information about internal borrowing is provided under each group of activities in
the annual report. Interest charged on internal borrowing for 2015/16 was 5%.
Internal borrowings are eliminated on consolidation of activities in the Council’s
financial statements,

4 Conflicts of interest

4.1 Conflicts of interest form part of the initial briefing to the newly elected Council and
isincluded in the Governance Handbook for Elected Members.

4.2  Areminder about possible conflicts of interest is included as an item in every Council
and Council Committee agenda. Two Councillors are members of community
organisations which receive annual grants from Council so particular attention is
given to these.

4.3 During the interim 2015/16 audit, the need for greater clarity about potential
conflicts of interest for staff was raised. As a result detail about this was added into
the Staff Handbook (and staff advised of that.)

Audit/Risk Committee L 3-4



5 Local body elections

5.1 Protocols for Elected Members were developed by Council’s Electoral Officer: the
Chief Executive advised these to Council’s meeting on 28 April 2016. These protocols
outlined the implications of Principles 12 and 13 in the Office of the Auditor-
General’s guidelines Good practice for managing public communications by local
authorities. Protocols for staff were developed by the Society of Local Government
Managers and provided to staff on 15 July 2016 (the start of the nomination period
for the election).

5.2 The Pre-election report was published on 28 July 2016 (and included in the Council
meeting Order Paper for that day). Copies have been made available at the
candidate briefing sessions.

Recommendation

That the memorandum ‘Results of the 2014/15 audits — performance of Rangitikei District
Council in the five highlighted concerns for the local government sector’ be received.

Michael Hodder
Community & Regulatory Services Group Manager

Audit/Risk Committee S 4-4
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Carnegie Mellon University

Office of
Risk Initiatives

Risk Tolerance & Risk Appetite

*For educational purposes only

Leadership at Carnegie Mellon accepts that “one size does not fit all” in terms of defining ONE institutional risk
tolerance and risk appetite. Risk tolerance and appetite will vary according to the risk altitude of those identifying and
managing the risk(s) and will vary according to the opportunity being sought. Accordingly:

o At the strategic level, leaders may view risk as opportunity - the greater the risk, the greater the potential return
and, necessarily, the greater the potential for loss.

= Not surprisingly, unit-level risk tolerance is generally less than institutional-risk tolerance reflecting unit-level
managers’ view of risk in terms of reducing uncertainty in operational outcomes, or preventing potential negative
events such as financial loss, fraud, theft, damage to reputation, injury or death, systems failure, or a lawsuit.

Risk tolerance and appetite concepts that can be applied in the CMU context are found in The Institute of Risk
Management’s 2011 publication, “Risk Appetite & Tolerance Guidance Paper," a summary of which follows.?

Both risk appetite and risk tolerance are inextricably linked to performance over time. While risk appetite is about the
pursuit of risk, risk tolerance is about what you can allow the organization to deal with. Organizations have to take
some risks and they have to avoid others. The big question that all organizations have to ask themselves is: Just what
does successful performance look like?

The following illustrations show the conceptual relationship between risk appetite, tolerance and performance.
Figure 1 shows the expected direction of performance over the coming period.

 Current direction of travel |
' rformance. =

Performance

ty Time o

Figure 1 - Desired performarnce over ime

Figure 2 illustrates the range of performance depending on whether risks (or opportunities) materialize.

)
http//lwww.cmu.edu/erm/concepts/tolerance.html
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Performance

Figure Z - Range of possible performance oulcomes

The remaining diagrams demonstrate the difference between:

« all the risks that the organization might face (the "risk universe" - figure 3)
+ those that, if push comes to shove, they might just be able to put up with (the "risk tolerance" - figure 4), and
« those risks that they actively wish to engage with (the "risk appetite" - figure 5).

" Risk
Universe

Performance

o - Time

Figure 3 - The grganizotion’s risk expozure

hitp:/fwww.cmu.edu/erm/concepts/tolerance.html
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Flgure 5 - Risks an orgonizotion wishes to engage

The appetite will be smaller than the tolerance in the vast majority of cases, and that in turn will be smaller than the
risk universe, which in any case will include "unknown unknowns."

Translating these concepts into operational processes is done within the context of each organization’s culture and
structures, While various mechanisms may be used to set and communicate risk tolerance and risk appetite, they
share common characteristics:

° Risk tolerance ) ‘
often is expressed in terms of absolutes, for example "we will not expose more than x% of our capital to losses in
a certain line of business” or "we will not deal with certain types of research.”

e Risk appetite, by contrast, is about what the organization does want to do and how it goes about it. It therefore
becomes the responsibility of leaders at each level to define this all-important part of the risk management process
and to ensure that the exercise of risk management throughout the organization is consistent with that appetite,
which needs to remain within the boundaries of the risk tolerance. Different leaders, in different circumstances,
will take different views on the relative importance of appetite and tolerance.

s Risk appetite must be integrated with the control culture of the organization: both the propensity to take risk and
the propensity to exercise control.

o The strategic level is proportionately more about risk taking than exercising control, while at the operational
level the proportions are broadly reversed.

o Risk appetite is delegated downward through the organization using various means such as policies,
procedures, training, and supervision.

o With risk appetite defined, staff can better understand how they should react to emergent issues, and when
they should escalate a concern for consideration further up the line (figure 6).

http://www.cmu.edu/erm/concepts/tolerance.html 3/4
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Pmpensifyto : Propensity to

take risk B exercise
control

strategic M Risk Taking

Unit-level
Project / ,

Figure & - Risk oppetite Is integroted with the orgonization’s control culture

! The Institute of Risk Management. (2011). Risk Appetite & Tolerance Guidance Paper [white paper]. Retrieved from
http://theairm.ora/publications/risk appetite.html.
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Executive Summary

Organizations encounter risk every day as they pursue their
objectives. In conducting appropriate oversight, management
and the board must deal with a fundamental question: How
much risk is acceptable in pursuing these objectives? Added
to this, regulators and other oversight bodies are calling

for better descriptions of organizations’ risk management
processes, including oversight by the board.

This thought leadership document is one of a series

of papers, sponsored by the Committee of Sponsoring
Organizations of the Treadway Commission (C0SQ), to
help organizations implement enterprise risk management
(ERM). The COSO document Enterprise Risk Management
— Integrated Framework explicitly states that organizations
must embrace risk in pursuing their goals. The key is to
understand how much risk they are willing to accept.
Further, how should an organization decide how much
risk it is willing to accept? To what extent should the risks
accepted mirror stakeholders’ objectives and attitudes
towards risk? How does an organization ensure that

its units are operating within bounds that represent the
organization's appetite for specific kinds of risk?

@000 0e 0000000000000 000000000000000000

Risk appetite is the amount of risk, on a broad level,
an organization is willing to accept in pursuit of value.
Each organization pursues various objectives to add
value and should broadly understand the risk it is
willing to undertake in doing so.

© 0 00 000000000000 000000600000000000060G0O0S

These questions are embodied in the notion of an entity's
“risk appetite.” The objective of this paper is to help an
organization — its senior management, board, and key
operating personnel—to develop and communicate a clear
understanding of its risk appetite, both to determine which
objectives to pursue and to manage those objectives within the
organization’s appetite for risk.

Many organizations view risk appetite as the subject of
interesting theoretical discussions about risk and risk
management, but do not effectively integrate the concept
into their strategic planning or day-to-day decision making.
We believe that discussions about applying risk appetite go
well beyond theory, and that when properly communicated,
risk appetite provides a boundary around the amount of
risk an organization might pursue. An organization with an
aggressive appetite for risk might set aggressive goals,

while an organization that is risk-averse, with a low appetite
for risk, might set conservative goals.

Similarly, when a board considers a strategy, it should
determine whether that strategy aligns with the
organization’s risk appetite. When properly communicated,
risk appetite guides management in setting goals and
making decisions so that the organization is more likely to
achieve its goals and sustain its operations.

Enterprise Risk Management and Decision Making
ERM is not isolated from strategy, planning, or day-to-day
decision making. Nor is it about compliance. ERM is part of
an organization’s culture, just as making decisions to attain
objectives is part of an organization’s culture.

To fully embed ERM in an organization, decision makers
must know how much risk is acceptable as they consider
ways of accomplishing objectives, both for their organization
and for their individual operations (division, department,
etc.). For example, one CEO recently reported that his
organization needed to increase its risk appetite amid
expectations that key measures of its profitability would

fall or stagnate. A financial organization with a lower risk
appetite might choose to avoid opportunities that are more
risky, but offer greater returns. Finally, another organization
with a high risk appetite might decide to procure natural
resources from a volatile country where the total investment
could be wiped out at the whim of the political leader. The
rewards may be high, but so too may the risks. Organizations
make decisions like these all the time. Only if they clearly
think about their risk appetite can they balance risks and
opportunities.

An organization must consider its risk appetite at the same
time it decides which goals or operational tactics to pursue.
To determine risk appetite, management, with board review
and concurrence, should take three steps:

1. Develop risk appetite

2. Communicate risk appetite

3. Monitor and update risk appetite

These three steps are discussed briefly below, and in detail
in the body of this paper.

2
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Develop Risk Appetite

Developing risk appetite does not mean the organization
shuns risk as part of its strategic initiatives. Quite the
opposite. Just as organizations set different objectives, they
will develop different risk appetites. There is no standard

or universal risk appetite statement that applies to all
organizations, nor is there a “right” risk appetite. Rather,
management and the board must make choices in setting
risk appetite, understanding the trade-offs involved in having
higher or lower risk appetites.

Communicate Risk Appetite

Several common approaches are used to communicate
risk appetite. The firstis to create an overall risk appetite
statement thatis broad enough yet descriptive enough

for organizational units to manage their risks consistently
within it. The second is to communicate risk appetite for
each major class of organizational objectives. The third is to
communicate risk appetite for different categories of risk.

Monitor and Update Risk Appetite

Once risk appetite is communicated, management, with
board support, needs to revisit and reinforce it. Risk
appetite cannot be set once and then left alone. Rather,

it should be reviewed in relation to how the organization
operates, especially if the entity’s business model changes.
Management should monitor activities for consistency with
risk appetite through a combination of ongoing monitoring
and separate evaluations. Internal auditing can support
management in this monitoring. In addition, organizations,
when monitoring risk appetite, should focus on creating a
culture that is risk-aware and that has organizational goals
consistent with the board’s.

Can It Be Done?

This is a common question. Its tone implies two things:

(1) articulating risk appetite is too difficult, and (2) risk is
considered when management sets strategies, and to further
communicate risk appetite is an exercise that simply adds
overhead and does not contribute to organizational growth.

Recent world events — involving governments, businesses,
not-for-profit organizations, and the recent financial crisis
— clearly show that having a communicated risk appetite
built into organizational activities could have preserved

a considerable amount of capital. We all know the costs
of failing to manage risk. Examples include the cost to
companies and travellers when air travel closed down
after a volcanic eruption in 2010 in Iceland; the cost of
the financial crisis to U.S. taxpayers, stockholders, and
debtholders; and the social cost of government budgets in
Greece, Spain, Ireland, and Portugal.

Perhaps organizations are still tied to the old-school thinking
that “it will not happen here.” The easy rebuttal is that it

has happened somewhere, so all organizations should

work to manage their risks within their risk appetite. Rather
than asking “Can it be done?” let's say “Let's get it done.”
Determining risk appetite is an element of good governance
that managements and hoards owe to stakeholders.

Develop/

Revise

a R

Appetite
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Overview

Risk Appetite Is an Integral
Part of Enterprise Risk Management

COSO’s Enterprise Risk Management — Integrated
Framework defines risk appetite as follows:

The amount of risk, on a broad level, an entity is willing
to accept in pursuit of value. It reflects the entity’s risk
management philosophy, and in turn influences the
entity’s culture and operating style. ... Risk appetite
guides resource allocation. ... Risk appetite [assists the
organization] in aligning the organization, people, and
processes in [designing the] infrastructure necessary to
effectively respond to and monitor risks.’

This definition raises some important points. Risk appetite

e s strategic and is related to the pursuit of
organizational objectives;

» forms an integral part of corporate governance;

e guidesthe allocation of resources;

e guides an organization's infrastructure, supporting
its activities related to recognizing, assessing,
responding to, and monitoring risks in pursuit of
organizational objectives;

e influences the organization’s attitudes towards risk;

e is multi-dimensional, including when applied to the
pursuit of value in the short term and the longer term of

the strategic planning cycle; and

e requires effective monitoring of the risk itself and of the
organization’s continuing risk appetite.

As an organization decides on its objectives and its
approach to achieving strategic goals, it should consider
the risks involved, and its appetite for such risks, as a basis
for making those important decisions. Those in governance
roles should explicitly understand risk appetite when
defining and pursuing objectives, formulating strategy, and
allocating resources. The board should also consider risk
appetite when it approves management actions, especially
budgets, strategic plans, and new products, services, or
markets (in other words, a business case).

In working towards their objectives, organizations choose
strategies and develop metrics to show them how close they
are to meeting those objectives. Managers are motivated to
achieve the objectives through reward and compensation
programs. The strategy is then operationalized by decisions
made throughout the organization. Decisions are made to
achieve the objectives (increase market share, profitability,
etc.). But achieving objectives also depends on identifying
risk and determining whether the risks are within the
organization’s risk appetite.

' COSO, Enterprise Risk Management — Integrated Framework, p. 19.
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Considerations Affecting Risk Appetite consider its existing risk profile, not as a determinant of
Risk appetite is not developed in isolation from other risk appetite but as an indication of the risks it currently
factors. An organization should consider its capacity to addresses. An overview of the considerations affecting risk
take on extra risk in seeking its objectives. It should also appetite is shown in Exhibit 1.

Exhibit 1

Overview of Considerations Affecting Risk Appetite

Existing The current level and distribution of risks across
Risk Profile the entity and across various risk categories

Risk The amount of risk that the entity is able to R
. 5 i SoFei Determination
Capacity supportin pursuit of its objectives )

Acceptable level of variation an entity is willing Appetite
to accept regarding the pursuit of its objectives

The attitudes towards growth, risk, and return )

Risk
Tolerance

Attitudes
Towards Risk

There may be other factors to consider as well. Some However, the board was well aware of the risks, having
organizations may gauge how quickly their competitive debated the issue extensively in board meetings, and it
environment is changing. A telecommunications company,  concurred with management's decision (an acknowledgement
for example, must anticipate how technology and user of risk appetite and the linkage of risk appetite and strategy).
preferences will affect product development, making a The investing public was also aware because the nature of
relevant time frame important. the risks had been communicated (and the stock dropped to
historic lows). What is notable is that the risk was carefully
As an example of high risk appetite, a defense contractor debated and the company was going to succeed or die —
dealing in trucks decided that the risk of being behind as opposed to almost certainly dying (slowly) if it did not take
in technology was so large that it essentially “bet the on risk through an aggressive strategy.
company” on developing a vehicle appropriate for the types
of wars occurring around the world. If the contractor had The pointis that risk and strategy are intertwined. One does

been unsuccessful in procuring a new government order, it not exist without the other, and they must be considered

would have been out of business. The risk appetite was high,  together. That consideration takes place throughout the

but it was understood by all involved in the process. execution of the strategy, and it is most important when
strategy is being formulated with due regard for risk appetite.
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An organization has a number of goals and objectives it 3

can pursue. Ultimately, it will decide on those that best . One major problem that led to the current financial crisis was
meet stakeholder preferences for growth, return, safety, . thatalthough objectives had been created, there was no
sustainability and its willingness to accept risk. The . articulation of risk appetite or identification of those
objectives, in turn, may be pursued using a number of - responsible when risks were incurred.

alternative strategies. As shown in Exhibit 2, the articulation ~ +

of a risk appetite provides bounds on the choice of

strategies and the operational decisions that are made to

pursue those objectives.

Exhibit 2

Interrelationship of Strategy, Management Decisions, and Risk Appetite

Sets strategic Formulates Establishes Makes decisions
goal and strategies operations, on how to manage
objectives o Strategy 1 compliance, risks relating to

o Strategy 2 and reporting the achievement

e Strategy 3 objectives of objectives

Considers risk appetite in setting of strategies, objectives, and how to manage risks

Steps in Adopting Risk Appetite

Each organization must determine its own risk appetite; there 2. This view of risk appetite is translated into a written

is no single universal risk appetite. But how does an organization or oral form that can be shared across the organization.
get to the point of having a risk appetite statement that can be

communicated through the organization? And how does risk 3. Management monitors the risk appetite over time,
appetite stay relevant over time? adjusting how it is expressed as husiness and

operational conditions warrant.
To effectively adopt risk appetite, an organization must take
three key steps: These three steps will be discussed in detail in later sections
of this paper.
1. Management develops, with board review and
concurrence, a view of the organization's overall
risk appetite.

© 6060600000000 00000000000006060c0000000000o0

In a recent survey, less than half of the respondents said
they had a formal process for developing and
communicating risk appetite.?

© 6 0000000000000 000000000000000CO0CO0OCGCEIOISsTE
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2 Towers Watson, 2071 Risk and Finance Manager Survey
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Risk Appetite Statements

An organization's risk appetite should be articulated to express how much risk is acceptable, while others may
and communicated so that personnel understand that be more succinct and still clearly communicate
they need to pursue objectives within acceptable limits. management’s appetite for risk. The aim is to balance

Without some articulation and communication, it is difficult  brevity with the need for clarity.
for management to introduce operational policies that

assure the board and themselves that they are pursuing Characteristics of Effective

ohjectives within reasonable risk limits. A risk appetite Risk Appetite Statements

statement effectively sets the tone for risk management. A risk appetite statement is useful only if it is clear and

The organization is also more likely to meet its strategic can be implemented across the organization. As we

goals when its appetite for risk is linked to operational, noted earlier, risk appetite must relate to the pursuit of

compliance, and reporting objectives. organizational objectives and must start at the top. In
developing and evaluating a statement, the organization

The length of a risk appetite statement will vary by should ensure that risk appetite (Exhibit 3)

organization. Some statements require several sentences

Exhibit 3

Link to Time Frame,

Objectives Portfolio of Projects

A

Facilitate Operations Ri5k_ State With Communicate,
Monitoring of Risk Decisions Appetite Sufficient Precision ~ Monitor, Adjust

—

g L e Determine
Facilitate People, Process, Acceptable Risk

Specific

Alignment Infrastructure Tolerances Objectives

 directly links to the organization’s objectives; * facilitates monitoring of the competitive environment
and considers shareholders’ views in identifying
° s stated precisely enough that it can be communicated the need to reassess or more fully communicate the
throughout the organization, effectively monitored, and risk appetite;

adjusted over time;
e recognizes that risk is temporal and relates to the

* helps with setting acceptable tolerances for risk, time frame of the objectives being pursued; and
thereby identifying the parameters of acceptahle risks
(discussed in the next section);  recognizes that the organization has a portfolio of
projects and objectives, as well as a portfolio of risks
 facilitates alignment of people, processes, and to manage, implying that risk appetite has meaning at
infrastructure in pursuing organizational objectives the individual objective level and at the portfolio level.

within acceptable ranges of risk;

© 0000000000000 060000000000000000000000o0

Risk appetite should be descriptive enough to guide actions
across the organization. Management and the board should
determine whether compensation incentives are aligned with
risk appetite, not only for top management but throughout
the organization.

© 00 0006000000000 00¢00000006006000000000s00s0
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Reluctance to Embrace Risk Appetite

Some organizations are reluctant to develop and
communicate risk appetite. Others might argue that risk
management did not prevent the recent financial crisis and
thus question the usefulness of ERM in general. Others
believe that they have expressed their organization's risk
appetite in the normal course of business, and that
developing further risk appetite statements will not result
in any new approach to managing risk.

Such arguments can be misleading to management and
the board. To forgo discussion of an organization’s risk
appetite is to assume that everyone will understand vague
comments. History shows that when risk appetite is not
considered (especially in compensation schemes),

the organization often suffers from greater risks than
anticipated. For example, had financial institutions clearly
communicated a risk appetite for unsecured mortgage-
backed financial instruments, their management and
boards would have likely asked questions that would lead
to better risk identification, such as the following:

e What if housing failures differ from the historical model?

e What if mortgages fail systematically and are highly
correlated to an area we are investing in?

e Could decisions made by some of our operational
personnel be creating risks that go beyond our
risk appetite?

Risk Appetites Are Not All the Same

Regulators and investors are calling for greater disclosure
of risk management processes so that shareholders can
better understand not only the risks an organization faces,
but the organization's appetite for risk and how it manages
(or accepts) that risk. For example, a mining company we
are aware of clearly identified its risk appetite and risk
mitigation procedures for operational risks. At the same
time, it decided it could not manage commodity price risk,
leaving stakeholders to decide how to consider that risk in
developing their portfolios.

© 6 0600000000006 06000060000060000600000000000

To earn an “adequate” score for overall ERM from some rating
agencies, management must be able to articulate risk appetite
and assess and reconcile the appropriateness of individual risk
limits given to operational management.

Some companies embrace a high appetite for regulatory
risk believing that it will lead to greater profitability
because regulator fines were significantly lower than

the cost of mitigating the compliance risks. One company
ignored many health and safety regulations and fines when
incurred, but it did not fully understand the magnitude of

risks, such as the government shutting down its operations.

While the company had a high risk appetite for fines, its
lack of appreciation for the risk of shutdown led to a poorly
articulated and implemented risk appetite. Organizations
can choose to have high or low risk appetites, but those
appetites need to consider shareholder interests and the

type and magnitude of risks that the organization needs to
manage. We have no preference for a particular level of
appetite. Whatever the risk appetite is, it should be stated
clearly enough that it can be managed throughout

the organization, and reviewed by the board of directors.
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Examples of Risk Appetite Statements

Risk appetite statements often start out broad and hecome
more precise as they cascade into departments and
operations across the organization. Some organizations
find that broad statements crafted around terms such

as “low,” “medium,” or “high” appetite meet the
characteristics of risk appetite statements listed above.
Others are more precise, making statements like “We are
not comfortable accepting more than a 10% probability that
we will incur losses of more than a set dollar amount in
pursuit of a specific objective.”

Which type of statement is best for a particular entity is a
management decision. Some organizations may find terms
like “low appetite” clear enough to be communicated

and monitored effectively within the organization.
However, such statements are vague and can he difficult
to communicate and implement. Often, as organizations
become more experienced in risk management, their risk
appetite statements will become more precise.

The following examples of risk appetite statements
illustrate the characteristics we identified above.

Health Care Organization: The following represents
one part of the health care organization’s risk appetite
statement. The organization has specific objectives related
to (1) quality of customer care, (2) attracting and retaining

e 00 0000000000000 00000000000000000000000

“Business performance can be increased if capital and resources  *
are allocated more effectively, reflecting the balance of risksand -
rewards in a more integrated and dynamic fashion. In that respect,
risk appetite can be considered the cornerstone of modern ;
approaches to bank management, such as value-based $
management (VBM) and its various implementations.” ? :

high-quality physicians and health researchers, and

(3) building sustainable levels of profit to provide access
to needed capital and to fund existing activities. The
statement starts as follows:

The Organization operates within a low overall risk range.
The Organization's lowest risk appetite relates to safety

and compliance objectives, including employee health

and safety, with a marginally higher risk appetite towards

its strategic, reporting, and operations objectives. This
means that reducing to reasonably practicable levels the
risks originating from various medical systems, products,
equipment, and our work environment, and meeting our legal
obligations will take priority over other business objectives.

In our view, this risk appetite statement does three
things effectively:

* Communicates, with sufficient precision, that the
organization wants to sustain its business over a long
period of time

* Expresses a low risk appetite in pursuing all the
organization’s objectives

* Expresses a very low appetite for risks associated
with employee safety and compliance

3 IBM, Risk Appetite: A Multi-faceted Approach to Risk Management, April 2008.

QU
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University: The university’s main objective is to continue  is the university to accept risk related to each area?” In

as a preeminent teaching and research university that thinking through the process, members of management
attracts outstanding students and is a desired place of used a continuum (Exhibit 4) to express risk appetite for
waork for top faculty. the university’s major objectives (teaching, research,

service, and operational efficiency). They placed various
The university's risk appetite statement acknowledges risks along the continuum as a basis for discussion at the
that risk is present in almost every activity. The critical highest levels.

question in establishing the risk appetite was “How willing

Exhibit 4

( Acceptable Not Acceptable )

- L |

Reduced

costs due to security of IT

Reduced
research
reputation

incompatibility
with legacy
computer

Reduced
teaching
reputation

From an operational viewpoint, for example, management e exhibited a low risk appetite for significant breaches of

assigned a high risk appetite to the cost of computer security or unauthorized access to classified records
incompatibility, a more moderate risk appetite to issues (the new system was viewed as better controlled than
of teaching excellence, a low risk appetite to information the legacy system, thus supporting the decision to
system security, and a very low risk appetite to its approve the new system);

reputation as a leading research organization.
* expressed a moderate risk appetite for teaching

The university found that ordering its risk appetites across quality; and
the continuum helped it shape a risk statement. Putting this
into practice, the university ° expressed a very low risk appetite for risks that would

significantly reduce its research reputation.
e exhibited a higher risk appetite when approving a new
computer system that offered greater processing
capacity but also had potential compatibility issues with
legacy systems;

i
E



10 | Enterprise Risk Management — Understanding and Communicating Risk Appetite | Thought Leadership in ERM

This example illustrates how risk appetite and strategy
interact at the highest levels of an organization. The
discussion of risk appetite guided the university’s
strategies for dealing with issues such as budget cuts and
their effect on teaching, research, service, and operations.

Financial Services Organization: This company
considers quantitative measures to be part of setting risk
appetite, and it focuses on economic capital as a primary
measure. The company manages its financial operations
to attain a reasoned risk/return relationship, which serves
as a guideline for acceptable credit risks, market risks,
and liquidity risks. The company’s business operations also
involve risks related to strategic, reporting, compliance,
and operations objectives.

This organization’s view of risk appetite specifies not only
risk appetite but also acceptable tolerances around that
risk appetite that require action to be taken. For example,
the company communicates its risk appetite for loan
impairment losses by stating that such losses should not
exceed 0.25% of the loan portfolio. The company has a
low tolerance for exceeding this level, and significant
remediation is expected should losses go beyond 0.28%.
The same company has a low risk appetite related to its
insurance husiness, stating that claims incurred should be
no more than 70% of insurance premium revenue.

This organization reviews its risk appetite annually,
adjusting it by type of risk and setting target values for
risk-specific indicators in light of the economic cycle and
market prospects. The board reviews the risk appetite and
associated policies whenever the economic outlook
changes significantly.

p
[
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Risk Appetite and Risk Tolerance

Risk tolerance relates to risk appetite but differs in one
fundamental way: risk tolerance represents the application of
risk appetite to specific objectives. Risk tolerance is defined as:

The acceptable level of variation relative to achievement
of a specific objective, and often is best measured in the
same units as those used to measure the related objective.
In setting risk tolerance, management considers the
relative importance of the related objective and aligns
risk tolerances with risk appetite. Operating within risk
tolerances helps ensure that the entity remains within
its risk appetite and, in turn, that the entity will achieve
its objectives.*

While risk appetite is broad, risk tolerance is tactical and
operational. Risk tolerance must be expressed in such a way
thatit can be

* mapped into the same metrics the organization uses to
measure success;

 applied to all four categories of objectives (strategic,
operations, reporting, and compliance); and

e implemented by operational personnel throughout
the organization.

Because risk tolerance is defined within the context of
objectives and risk appetite, it should be communicated
using the metrics in place to measure performance. In that
way, risk tolerance sets the boundaries of acceptable

Exhibit 5

Risk tolerances guide operating units as they implement risk
appetite within their sphere of operation. Risk tolerances
communicate a degree of flexibility, while risk appetite sets
a limit beyond which additional risk should not be taken.

performance variability. A simple example in the financial
industry would be to state an appetite for risks associated
with collateralized debt obligations (CDO) where the CDOs
are divided into tranches reflecting the estimated credit
worthiness of the underlying debt. An entity buying these
CDOs may set minimum risk rating levels for these tranches
and then set a tolerance reflecting the maximum downside
risk that is acceptable.

Some tolerances are easy to express in qualitative terms.
For example, an organization may have a low risk appetite
for non-compliance with laws and regulations and may
communicate a similarly low tolerance for violations — for
example, a zero tolerance for some types of violations
and slightly higher tolerances for other types of violations.

Or tolerance may be stated in quantitative terms. A company
could say that it requires backup on its computer systems so

that the likelihood of computer failure is less than 0.01%.

Risk tolerances are always related to risk appetite and
objectives (Exhibit 5). Tolerances can apply to detailed
areas such as compliance, computer security, product
quality, or interest rate variability. Risk appetite and
risk tolerances, together with objectives, guide the
organization’s actions.

© 00000000000 00000000000000000O0CCEIOCECEOCEOEOSE
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Management
sets
OBJECTIVES
with board oversight.

Management, with board
review and concurrence,
articulates a
RISK APPETITE
that is acceptable in pursuit
of those objectives.

Management sets
TOLERANCES
around risks acceptable at the

organizational unit level
or functional unit
level in measuring the
achievement of objectives.

4 COSO, Enterprise Risk Management — Integrated Framework, p. 20.

JJ
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Most organizations have multiple operational objectives
related to profitability, some of which might create additional
or complementary risks. For example, the managers of an
aerospace company might want to improve a product’s
profitability but know the company has a low risk appetite
for not meeting client expectations. They know they cannot
reduce product costs if such changes would decrease
performance. For example, the company might use new
technology, but it cannot use inferior components.

To further illustrate, assume management and the board
have set specific profit objectives by product line — for
example, maintain a specific gross margin or return on
capital for the productline. But they have communicated a
low risk appetite for product failure, for loss of customers
because of product quality or delivery, and for potential
lawsuits related to product design or performance. The
articulation of risk tolerances helps guide the company's
operational development.

Linking Risk Appetite and Risk Tolerance
The following examples illustrate the relationship between
risk appetite and related risk tolerances.

Aerospace Supplier: This company translates its

risk appetite statement into tolerances for operational
implementation. A high-level objective is to grow by 8%

a year (revenue and operating earnings) by working with
customers to improve products and market share. Because
of the long-term nature of its supply arrangements and
product development, the company has communicated the
broad parameters of its risk appetite, which then cascade
into risk tolerances relating to operations, reporting, and
compliance, as shown below. While the company seeks to
grow at this rate, acquisitions should not put the company’s
capital structure atrisk. There is a low risk appetite for
allowing the capital structure to be so leveraged that it
hinders the company's future flexibility or ability to make
strategic acquisitions.

Operations Tolerances
e Near zero risk tolerance for product defects

e Low risk tolerance for sourcing products that fail to
meet the company's quality standards

* Low, but not zero, risk tolerance for meeting customer
orders on time, and a very low tolerance for failing to
meet demands within x number of days

e High risk tolerance for potential failure in pursuing
research that will enable the company's product to
better control, and increase the efficiency of, energy use

Reporting Tolerances

e Low risk tolerance concerning the quality, timing, and
accessibility of data needed to run the business

e Very low risk tolerance concerning the possibility of
significant or material deficiencies in internal control

e Alow risk tolerance related to financial reporting quality
(timeliness, transparency, GAAP, etc.)

Compliance Tolerances

e Near zero risk tolerance for violations of regulatory
requirements or the company’s code of ethics
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Company management has been comfortable communicating
risk appetite through its actions and performance reviews.
However, as the company has grown, it has found that the
risk appetite is not fully understood, especially among new
operational units. Nor is it understood that policies relate

to objectives and are often designed to minimize the risks
involved in pursuing those objectives. One division, for
instance, failed to follow a company policy because it did

not fully understand that the policy was in place to mitigate a
significant risk, thus leading to losses. Linking the policy to the
risk and risk appetite would have led to better mitigation of the
underlying risks.

University: The university in our earlier example has a very
low appetite for risk associated with its research reputation.
However, given budget shortages, the university also knows it
cannot make the same commitment to research and teaching
as in the past. The organization has expressed a higher risk
appetite for actions resulting in lower-quality teaching. In
other words, research that leads to better understanding and
innovation is extremely important, but the quality of teaching,
though important, is an area where the university can accept
more risk for potential decreases.

The university communicated its risk appetite in broad
terms, both through the university and, as a public institution,
within the state. However, to operationalize the risk appetite
within each of its schools, the university had to express
risk tolerances for the two key objectives of excellence in
research and teaching— while dealing with a 10% budget
decrease. The risk tolerances were expressed as follows.

Research: Tolerance Statements
Consistent With Low Risk Appetite

e The university does not expect any decrease in the
nature, quality, or number of publications related to its
research mission.

e The university does not expect any decrease in the
number or dollar value of outside research grants
generated by faculty.

Teaching: Tolerance Statements Consistent
With Moderate Risk Appetite

e Student teaching evaluations should not decline by
more than 5%.

e Where individual schools within the university are
ranked by outside evaluators on student preparedness
and quality of students, there should be no more than
a 5% decline.

¢ The caliber of students wanting to attend the university
should not decline by more than 2%, as measured by
standard university admissions data such as SAT or
ACT scores, percentile ranking in high school
graduating class, or extent of community service
before attending university.

The idea behind the risk tolerances is that if the university falls
below any of the measures, corrective action will take place.
Corrections will come not from adjusting the risk appetite but
from reassessing the risk appetite and the strategies the
university has implemented in the context of the risk appetite.
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Examples of Risk Tolerance Statements

The following examples from organizations show how risk tolerance might be stated and aligned with broader risk appetite.

Risk Appetite . Risk Tolerance

The organization has a higher risk appetite related
to strategic objectives and is willing to accept higher
losses in the pursuit of higher returns.

The organization has a low risk appetite related to
risky ventures and, therefore, is willing to invest in new
business but with a low appetite for potential losses.

A health services organization places patient safety
amongst its highest priorities. The organization

also understands the need to balance the level of
immediate response to all patient needs with the cost
of providing such service. The organization has a low
risk appetite related to patient safety but a higher
appetite related to response to all patient needs.

A retail company has a low risk appetite related to the
social and economic costs for sourced products from
foreign locations that could be accused of being child
sweatshops or having unhealthy working conditions.

A manufacturer of engineered wood products
operates in a highly competitive market. To compete,
the company has adopted a higher risk appetite
relating to product defects in accepting the cost
savings from lower-quality raw materials.

While we expect a return of 18% on this investment,
we are not willing to take more than a 25% chance
that the investment leads to a loss of more than 50%
of our existing capital.

We will not accept more than a 5% risk that a new
line of business will reduce our operating earnings
by more than 5% over the next ten years.

We strive to treat all emergency room patients
within two hours and critically ill patients within

15 minutes. However, management accepts that in
rare situations (5% of the time) patients in need of
non-life-threatening attention may not receive that
attention for up to four hours.

For purchasing agents, the risk tolerance is set
at near zero for procuring products that do not
meet the organization’s quality and sourcing
requirements.

The company has set a target for production defects
of one flaw per 1,000 board feet. Production staff
may accept defect rates up to 50% above this target
(i.e., 1.5 flaws per 1,000 board feet) if cost savings
from using lower-cost materials is at least 10%.
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Developing Risk Appetite

We have identified the characteristics of an effective risk
appetite statement and noted how those characteristics
are useful in managing risk. We have also examined the
relationship between risk appetite and risk tolerances.
Now we will discuss how an organization can bring out the
many “implicit feelings” that management and the board
may have about what they believe is the organization’s

risk appetite and how discussion of those feelings leads to
development of risk appetite.

Developing a risk appetite is not an end in itself and should
not require an inordinate amount of time. Remember the
purposes of risk appetite are

 to provide effective communication throughout the
organization in order to drive the implementation of
enterprise risk management;

* to change discussions about risk so that they involve
questioning of whether risks are properly identified and
managed within the risk appetite; and

* to provide a basis for further discussion of risk appetite
as strategies and objectives change.

Also, keep in mind that any expression of risk appetite must
be preceded by a discussion of strategies and objectives.
The risk appetite must be linked to those objectives.

Management and boards often use one of three
approaches to discuss and develop their risk appetite: (1)
facilitated discussions, (2) discussions related to objectives
and strategies, or (3) development of performance models.

Facilitated Discussions

Facilitated discussions can be very effective for a variety
of organizations. After several iterations, management
and the board can develop a risk appetite statement
that reflects the combined views of the organization’s
leadership and governance bodies.

The major advantage of this approach is that the
facilitators encourage management and the board to
clearly prioritize their objectives and their risk appetite.

In addition, various scenarios can be discussed to see
how the risk appetite would influence decision making
throughout the organization. When discussing risk
appetite, those involved should keep the organization'’s
strategic plan, including goals and mission, at the forefront.

Develop/

Revise
' Risk

Appetite
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Developing risk appetite is about managing the organization.
[t is not about developing a statement to be filed in a report.
There are many ways to create a clear statement of risk
appetite. Organizations should identify the parameters of their
risk appetite along key strategic, operational, reporting,

and compliance objectives.
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A questionnaire can help capture views on risk appetite
and business scenarios. Exhibit 6 shows an example. Note
that the questions are broad and should be tailored to the
unique factors that drive an organization’s success.

Discussions Related to Objectives and Strategies
Often the risk appetite an organization is willing to accept
becomes more evident when management considers
major issues facing the organization, such as new product
lines, acquisitions, or joint ventures. Management of
organizations with a lower risk appetite will usually react
differently to acquisition, expansion, competition, and
market volatility than will peers with a higher risk appetite.
Reviewing and assessing these reactions can provide
insight into the organization’s current risk appetite.

This approach allows management to go the extra step

in discussing major strategies because it asks what the
perceived risks are in pursuing objectives. The board then
reviews and supports management's identification and
communication of risk appetite as it relates to

specific objectives.

N
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Exhibit 6

Questions to Facilitate Discussion of Risk Appetite at Management and Board Level

9.

On a scale of 1to 10, with 1 being the lowest, describe what you believe the organization’s overall risk
appetite has been and what you think it should be. Explain any differences between what you perceive it
has been and what you believe it should be. Relate this to your number one strategic goal.

Various operations help an organization achieve its objectives. Using the categories below, or other
categories consistent with the organization’s operations, rate the desired risk appetite related to the
following (rating can be broad, such as high, medium, or low, or precise, such as specific metrics that
should not be exceeded):
. Meeting customer requirements
. Employee health and safety
. Environmental responsibility
. Financial reporting
. Operational performance
Regulatory compliance
. Shareholder expectations
. Strategic initiatives / growth targets

QT 00T O

As you rate each category, indicate areas where you believe the organization is taking either too much or
too little risk in pursuing its objectives.

How would you rate the effectiveness of the organization’s process for identifying, assessing, managing,
and reporting risks in relation to the overall risk appetite? What are the major areas for improvement?

Are management’s strategies communicated sufficiently for there to be meaningful discussion of risk
appetite in pursuit of those strategies, both at the broad organizational level and at the operational level,
and for consistency to be analyzed?

How satisfied are you that the board is providing effective oversight of the risk appetite through its
governance process? This includes board committees and/or the board itself to help set the appetite and
to monitor over time that management is adhering to the overall risk appetite in pursuit of value.

Whom do you see as more accepting of risk, or more willing to take risks to meet the goals of the organization?
a. Management
b. Board
c. Management and board have similar levels of acceptable risk

Does the organization motivate management (senior management and operational management) to take higher
than desired risks because of the compensation plans in place? If yes, how do you believe the compensation plans
should be modified to bring approaches for generating high performance within the risk appetite?

What do you believe the organization should do?
a. Reduce its risk appetite
b. Increase its risk appetite
c. Make no change

Do you believe there are risks considered to be above the organization’s existing risk appetite that need to
be reduced? In other words, are there areas where the risk appetite, as currently used, is too low?

10. What risks over the past five years were, in your view, above the organization’s risk appetite? Were the risks

understood when a strategy was developed? How could management have communicated its risk appetite
so that the board could both (a) evaluate the risk appetite and (b) provide proper oversight? How could
management have communicated its risk appetite so as to hold operational units to actions consistent with
the risk appetite?
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One advantage to this approach is that the board can be seen
as supporting or challenging management's risk appetite.
Another is that management gains a sense of the board's
risk appetite for specific strategies and can incorporate
that knowledge into a risk management process. The
major disadvantage of this approach is that it can be less
comprehensive. It often does not generate the specificity
needed for the organization’s day-to-day activities.

Development of Performance Models

Some organizations, particularly financial institutions, use
quantitative measures to express their overall risk appetite.
They often arrive at these measures through performance
modelling.

A company could, for instance, use economic capital to
express risk appetite. Economic capital is the amount of
capital a financial institution needs to remain solvent. This
determination is based both on regulatory requirements and
on management's assessment of how much economic
capital the institution needs to retain.

As an example, management might set its economic capital
at 6% of total assets. As the organization models different
scenarios of economic activity, economic situations, and its
asset portfolio, it needs to set some probability around the
ahility to maintain economic capital. A management

and board with a low risk appetite might want to be 99.9%
confident (999 out of 1,000 model results) that economic
activities will not place the institution below its desired level
of economic capital. A company with a higher risk appetite
might start with the same dollar amount but require a
confidence level of only 95% (950 out of 1,000 model results).
Thus, risk appetite can be composed of both dollar elements
and probability elements.

As part of developing (and monitoring) risk appetite, a
company may model its overall risk profile. This involves
taking “bottom-up” risk information and developing models
that consider company-specific risks, including industry
factors and broad economic factors, to create a calculated
risk profile. The profile can then be compared to the overall
risk appetite, helping management and the board to discuss
how much risk the organization is prepared to accept. Some
organizations also review key ratios from peer companies
and industries to gain more input into the risk level suitable
for their organization.

Modelling is typically only one part of the process of
setting risk appetite. For one thing, an organization needs
considerable data to prepare these calculations. For
another, there are usually certain risks that are difficult to
quantify and model with precision. Management and the
board still need to debate and discuss the levels above which
capital at risk is seen to be too high and in excess of appetite.

< t)
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Communicating Risk Appetite

Once an overall risk appetite is developed, management
must then choose the right mechanism for communicating
it. As we noted earlier, risk appetite statements will vary,
and organizations may communicate risk appetite at
various levels of detail or precision. The point is that each
organization should determine the best way to communicate
risk appetite to operational leaders in a specific enough
manner that the organization can monitor whether risks are
being managed within that appetite.

To be effective, risk appetite must be

e operationalized through appropriate risk tolerances;

 stated in a way that assists management in decision
making; and

 specific enough to be monitored by management and
others responsible for risk management.

We have encountered three main approaches for
communicating risk appetite: (1) expressing overall risk
appetite using broad statements, (2) expressing risk appetite
for each major class of organizational objectives, and (3)
expressing risk appetite for different categories of risk.

Broad Risk Appetite Statement

Organizations that communicate overall risk appetite in
broad terms may develop high-level statements that reflect
acceptable risk levels in pursuing their objectives.

Some organizations use graphics, like those at right, in
discussing risk appetite. A common approach is to apply
some form of color banding within a heat map that indicates
acceptable versus unacceptable risk levels. With this
approach, risks are grouped by objective, summarized, and
then plotted on the risk map. The organization sets either the
assessment criteria or the location of the color banding to
express higher versus lower risk appetites. For instance, the
heatmaps on the right show that risks related to objectives 1
and 2 would exceed the appetite of a company with a low risk
appetite, but not necessarily that of a company with a high
risk appetite. Risks related to objective 3 would exceed the
appetite of both companies.

The advantage of this approach is that it is simple to convey
the level above which risks are seen as unacceptable. We
also find that discussions with management and the board on
the relative positioning of the bands can draw out important
differences between management's and the board's views on
desired risk appetite.

Develop/
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The broad descriptions are effective when they are partitioned
to show that not all objectives have the same risk appetite.

Risks Related to Organizational Objectives
Organizations that communicate risk appetite for each major
class of organizational objectives are likely to communicate
risk appetite in some form of statement. Consider the risk
appetite statement from the health care organization we
referred to earlier:

The Organization operates within a low overall risk
range. The Organization’s lowest risk appetite relates to
safety and compliance objectives, including employee
health and safety, with a marginally higher risk appetite
towards its strategic, reporting, and operations
objectives. This means that reducing to reasonably
practicable levels the risks originating from various
medical systems, products, equipment, and our work
environment, and meeting our legal obligations will take
priority over other business objectives.
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The advantage of this approach is that it allows for more
delineation between the levels of acceptable risk for each
class of objectives. It does not, for instance, treat risks
related to legal compliance the same way as risks related
to operations. This approach may also help with decision
making, especially if resources are limited and need to be
allocated across a company'’s organizational units. Another
advantage is that viewing risks in relation to classes of
objectives requires less effort than, say, the third approach
below. The challenge is to develop a statement that
accommodates specific risk types that should be viewed
differently in terms of acceptable level of risk.

Categories of Risk

The third option is to communicate appetite for categories
of risk. Some organizations use broad, generic risk
categories, such as economic, environmental, political,
personnel, or technology, in their risk appetite statements.
Others use more tailored risk categories that apply to their
field. For example, a company in information processing
may group risks related to system availability, data security
and privacy, system scalability, system design, and

release management.

A mining company we are aware of has specific objectives
for cash flow and capital structure that include maintaining
low volatility of cash flow. There are many causes of

cash flow volatility, ranging from operations to uncertain
commodity prices. Management believes that investors
understand commodity price risk, and it has pursued
objectives that enahle the company to benefit from price
increases while being exposed to losses from price
decreases. Management believes that this price risk —
even though it can result in volatile earnings — is within
the appetite of the organization (and its stakeholders).
Therefore, the company has not attempted to mitigate

this exposure through a commodity price hedge program.
Conversely, the same company is unwilling to accept a
similar level of cash flow volatility caused by production
delays, and it has adopted rigorous processes to maintain
steady production.

The advantage of communicating risk appetite according
to categories of risk is that management can exercise
judgment about acceptable levels given the unique
considerations of each group of risks. By allowing for
greater judgment, this approach reduces the perception
that risk management is overly prescriptive.

Risk Appetite Cascades Through the
Organization

The method of communicating a risk appetite statement

is important, but so is the ahility to communicate that
statement across the organization in a way that ensures
operations are consistent with the risk appetite. Itis
especially important for those who pursue the operational
tactics related to organizational objectives (e.g., local
sales forces, country managers, strategic business units)
to clearly understand and be aligned with risk appetite.

All too often, the risk appetite and tolerances set by the
organization are not adhered to or understood in context by
those managing the day-to-day business, facing customers
and potential risks every day.

Risk appetite needs to be communicated by management,
embraced by the board, and then integrated across the
organization. The ERM framework is often depicted as a
cube (see below). Itis important not to overlook the side of
the cube, which shows that all units must understand the
organization's risk appetite and related risk tolerances.

Risk appetite and risk tolerances are set across the
organization. Risk appetite is set at the highest level of the
organization in conjunction with goals and objectives. As
risk appetite and objectives are communicated throughout
the organization (subsidiary, division, or business unit level)
the strategic goals and risk appetite are expressed in more
specific performance terms. Strategies are reflected in
performance objectives, and risk appetite is expressed

in terms of risk tolerance. The more precise articulation

of performance objectives and risk tolerances helps
management to identify situations where corrective actions
are needed. Performance metrics and risk tolerances that
are more specific lend themselves to better monitoring.
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Monitoring and Updating Risk Appetite

Once an organization’s risk appetite is developed and
communicated, management, with board support, must
revisit and reinforce it. Risk appetite cannot be set once and
then left alone for extended periods. Rather, it should be
reviewed and incorporated into decisions about how the
organization operates. This is especially important if the
organization’s business model begins to change.

Management cannot just assume that responsible
individuals will implement risk management within the
appropriate risk appetite. Therefore, some organizations will
review the application of risk appetite through a series of
monitoring activities. Management should monitor the
organization’s activities for consistency with risk appetite
through the specifics identified with risk tolerances. Most
organizations have key performance risk metrics that they
use to measure performance. Itis easy to integrate risk
tolerances into the monitoring process used to evaluate
performance. Internal auditing can provide independent
insight on the effectiveness of such processes.

Creating a Culture

For many organizations, monitoring risk tolerances requires a
culture that is aware of risk and risk appetite. Management,
by revisiting and reinforcing risk appetite, is in a position to
create a culture whose organizational goals are consistent
with the board’s, and to hold those responsible for implementing
risk management within the risk appetite parameters.

Many organizations are effective at creating a risk-aware
culture: a culture that emanates from senior management,
cascades through the organization, and is supported by

the board. In an effective culture, each member of the
organization has a clear idea of what is acceptable, whether
in relation to behaving ethically, pursuing the wrong objectives,
or encountering too much risk in pursuing the right objectives.
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Creating a culture is one way of reinforcing overall risk
appetite. The approach is best used when the organization
has a well-communicated risk appetite and associated risk
tolerances, to the point at which the following outcomes exist:

¢ Consistentimplementation across units

e Effective monitoring and communication of risk and
changes in risk appetite

e Consistent understanding of risk appetite and related
tolerances for each organizational unit

* Consistency between risk appetite, objectives, and
relevant reward systems

This approach draws on ongoing and separate evaluations
conducted as part of the organization’s monitoring. The
individuals doing the monitoring consider whether the
objectives being set and the risk response decisions being
made are consistent with the organization’s stated risk
appetite. Any variation from the stated (or desired) risk
appetite is then reported to management and the board as
part of the normal internal reporting process.
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Roles

Itis management's role to develop the risk appetite and

to obtain the board’s agreement that the risk appetite is
suitable for the organization. We believe that the board

isin place to oversee management and to monitor the
broader risk management process, including whether the
organization is adhering to its stated risk appetite. Any
board, serving any organization of any size or structure (for-
profit, not-for-profit, private), has a fiduciary responsibility to
question management’s development and implementation of
a risk appetite and to require changes if it believes the risk
appetite is either badly communicated or inconsistent with
shareholder values.

Effective board oversight of an organization’s risk appetite
should include

e clear discussion of the organization’s objectives and
risk appetite;

e oversight of the organization’s compensation plan for
consistency with risk appetite;

* oversight of management's risk identification when
pursuing strategies to determine whether the risks
exceed the risk appetite;

e oversight of strategies and objectives to determine
whether the pursuit of some objectives may create
unintended consequences or organizational risks in
other areas; and

e agovernance structure that requires regular
conversations on risk appetite, through the board and
board committees, concerning matters such as
strategy formulation and execution, M&A activity, and
business cases to pursue major new initiatives.

Governance does not stop with board oversight. Itincludes
management's development of the infrastructure for risk
management and the allocation of resources across the
organization. Exhibit 7 is a summary of matters for the board
and management to consider in evaluating how effective
their processes are for developing, communicating, and
monitoring risk appetite.
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Boards are very good at questioning strategies. They are only
a step away from addressing meaningful questions that can
help with setting the organization’s risk appetite. For example,
when the board asks how much an organization should pay
for an acquisition, it is an expression of risk appetite.
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Exhibit 7

Board and Management Responsibilities

1.

10.

Management establishes risk appetite: An organization cannot know how well it is managing risk unless it
establishes ranges of acceptable risk it can take in pursuit of its objectives. In doing so, management must
effectively and clearly communicate:

a. Goals and objectives

b. Strategies

c. Metrics (to know whether objectives are being achieved)

d. Relevant time periods for pursuing the objectives

e. Ranges of risk the organization is willing to take in pursuing the objectives

Board oversees risk appetite: Oversight of the risk appetite (or acceptable ranges of acceptable risk)
should be considered at the board level in conjunction with the senior management team.

Applies throughout organization: Risk appetite needs to be applied regularly throughout all functional
units of the organization. Culture is important: the organization must work to build the board’s view of risk
appetite into the organizational culture.

Aligns with stakeholders and managers: Because individuals are accountable for their results, every
organization needs a robust governance process to ensure that compensation and incentive systems are
aligned with the organization’s objectives and are managed to fall within the organization’s risk appetite.

Manages risks and risk appetite over time: Organizations need to understand that risk appetites
may change over time. Boards must be proactive on two levels:
a. Communicating their articulation of risk appetite
b. Monitoring organizational actions, processes, etc., to determine whether organizational activity has
strayed outside the organization’s risk appetite

Monitors to ensure adherence to risk appetite: Adherence to an organization’s risk appetite, as well as to
its risk management processes, should be monitored regularly. The results of the monitoring should be
reported to the audit committee and/or board and to the relevant members of executive management.

Supports culture: The tone at the top influences the culture of the organization. The tone can be either
positive or negative in ensuring that risks are managed within acceptable limits. Ideally, prudent risk taking
is built into the organization’s culture in its public statement of core values.

Considers resources: |t takes effort to operate within the organization’s risk appetite. Resources must be
available and dedicated to operating within this appetite.

Communicates through strategies and objectives: Risk appetite is communicated effectively only if the
organization can clearly communicate its major strategies and objectives at both the global level and the
functional/operational level.

Clearly communicates how much risk the organization is willing to accept at all levels: Risk appetite and
risk tolerance are complementary concepts. They can be combined to determine acceptable ranges of risk
for the organization.
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Risk appetite is developed by management and reviewed by the board. COSQ's Enterprise Risk Management — Integrated Framework
- emphasizes the board's important role in overseeing risk management. Oversight should begin with a studied discussion
- and review of management's articulation of risk appetite relative to the organization’s strategies.
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Summary of Considerations

The COSO Enterprise Risk Management — Integrated

Framework sets out five principles related to risk appetite:

1. Itis a guidepost in strategy setting.
2. It guides resource allocation.

3. It aligns organization, people, processes, and
infrastructure.

4. It reflects the entity’s risk management philosophy
and influences the culture and operating style.

5. Itis considered in strategy setting so that strategy
aligns with risk appetite.

Risk appetite does not exist in a vacuum; rather, itis an
integral part of an organization’s strategies for achieving
objectives. The concept of risk appetite permeates all
organizations, from charities and governments to small
businesses and publicly traded corporations.

A statement of risk appetite is an effective way to communicate
across an organization a sense of acceptable risks. In addition,
it provides a basis for evaluating and monitoring the amount of
risk an organization faces to determine whether the risk has
risen above an acceptable range.

Organizations can, and should, come to terms with what
they believe to be their appetite for risk. Once stated, risk
appetite can be communicated and refined over time as the
organization becomes more experienced with the concept.

Most importantly, developing risk appetite is the start of
an organization’s commitment to effective enterprise risk
management. As with pursuing corporate objectives, the
end objective is adding value through effective enterprise
risk management in pursuit of organizational goals.
Developing and communicating a risk appetite moves
organizations in that direction.
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About COSO

Originally formed in 1985, COSO is a joint initiative of five private sector organizations and is dedicated to providing thought
leadership through the development of frameworks and guidance on enterprise risk management (ERM), internal control
and fraud deterrence. COSO's supporting organizations are The Institute of internal Auditors (IIA), the American Accounting
Association (AAA), the American Institute of Certified Public Accountants (AICPA), Financial Executives International (FEI),
and the Institute of Management Accountants (IMA).
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